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1. Introduction

The MUSE Platform provides a hosting environment for applications developed by 3rd parties independent of the MUSE development team.  Such applications are referred to as Components and they have the following properties:
1. Thru the web site, a library of Components is maintained – indexed by Component name.  Any user logged into the web site is free to view the library of Components.

2. Thru the web site, any user logged in, is free to subscribe to a Component.  Thereafter, that Component is associated with the user’s portfolio of Components.

3. Thru the web site, an user can configure any of his subscribed components to personalize it for his use.

4. Once configured, the Component can be deployed for use by the user.

5. Thru the web site, a user is free to unsubscribe from a Component.  Once unsubscribed, that Component no longer appears in the user’s portfolio of Components.

Any web based application can be Componentized assuming it satisfies the requirements of the preceding properties.  However in practice, it is assumed that a Component also uses the webservices offered by the MUSE Platform via its SOAP or REST interfaces.
This document describes the process and mechanisms employed to allow programmers to create MUSE Platform Components.
2. Becoming a Component Developer
In order to become a developer of Components for the MUSE Platform, one must first be a registered user of the Platform.  Registration is free at http://developers.mobilemuse.ca.  In addition to being a registered user, one must also request a developer key.  Currently developer keys are allocated by sending an e-mail request to info@mobilemuse.ca
In your request you should provide the following pieces of information:

· Your (company) name

· An e-mail address to be used in order to contact you as the developer

· An e-mail address to be used in order to contact you for support information on your Components

· Your web site URL

· Your contact phone number

· A shared secret phrase.  This should be a lengthy phrase (e.g >26 characters) which will be used in conjunction with your developer key for identification purposes.
In response to this information, you will be provided a developer key.  Once you have your developer key you are now free to begin developing Components.

3. Communication Between Your Component and The Platform

Components must provide two URLs to the Platform in order to allow the MUSE Platform to manage that Component.  The first of these URLs is a ‘Configuration & Control URL’.  The ‘Configuration & Control URL’ is not intended to be explicitly invoked by a user’s web browser.  Rather it is a RESTful interface to the Component.  The primary use of the ‘Configuration & Control URL’ is that it is invoked by the Platform whenever a user subscribes or unsubscribes to that Component.  What the Component decides to do with that information is entirely up to the Component itself.  However Component developers should be aware that their Component can and will be used concurrently by many different subscribers.  As such you should be cognizant of any data structures and resources that need to be localized in the context of a given user.  Details on subscribing and unsubscribing are found in section 5.

The 2nd use of the ‘Configuration & Control URL’ is to allow other Components to control your Component.  If your Component would like to expose any of its services to another Component, then it must do so in a RESTful manner.  In particular, the ‘Configuration & Control URL’ will represent the URL to which the REST request is directed.  Following the dictates of REST, all responses should be in XML format.  Note that the Platform itself NEVER uses the ‘Configuration & Control URL’ to control the behavior of the Component.  Hence it is beyond the scope of this document to describe what the REST services are.  However a convention for REST control is prescribed by this document in section 7.

The 2nd URL is the URL that will be invoked from the Platform web site when a user wishes to personalize a particular component.  Note that the Platform will never allow a user to personalize a component unless that user has previously subscribed to that component.  This 2nd URL is known as the ‘IFRAME URL’.
This URL can be expected to be invoked by a user’s web browser.  In particular, it is implemented as an IFRAME within a page on the Platform’s web site.  You are free to present your configuration page in any manner amenable to your application.  Beyond invoking the URL within an IFRAME, the Platform web site places no restrictions on that URL or its actions.
4. Security Between Your Component and The Platform
Neither your ‘Configuration & Control URL’, nor your ‘IFRAME URL’ will ever be invoked without a security token being present in the CGI parameters.  Specifically a parameter ‘authenticate’ is always added to these URL’s.  The value of the ‘authenticate’ parameter is computed as follows:
1. Take your developer ID as a string and concatenate to the end of that, your shared secret string.

2. Make an MD5 hash calculation of the resultant string.  This represents the value of your authentication token.

As sound programming practice, the first thing either of your URLs should do is to verify the existence and the value of the ‘authenticate’ parameter.  If this is absent or does not compute correctly, then you should reject the HTTP request with an HTTP response 403.
5. Subscribing and Unsubscribing
In order for your Component to be used by other Platform subscribers, the notion of subscription is introduced.  Thru the Platform web site, users will see your Component and an associated description of that component.  If the user sees merit in your Component he will then attempt to subscribe to your Component.
The Platform web site will then perform the following action:

1. It will create an authentication token as described in section 4.  It will place the value of this token in the CGI parameter ‘authenticate’.

2. It will create a CGI parameter names ‘action’ with the value ‘config.subscribe’.

3. It will create a CGI parameter named ‘username’ with the value being the username of the currently logged in user.

4. It will invoke your Component’s ‘Configuration & Control URL’ with the above three parameters inserted.

5. It will expect a null response.  Any errors should come back as HTTP error codes (for example 404 – ‘Invalid Request’).

What the Component chooses to do with this information is entirely up to the Component itself.  Probably it will want to create a record of its own to manage users and any associated data or resources local to a user.

If a Platform user is subscribed to a Component, that user is always free to unsubscribe.  In that case, the steps identified above will be executed again – with the exception that the ‘action’ parameter will read ‘config.unsubscribe’ rather than ‘config.subscribe’.

6. Personalizing a Component

Once a Component has been subscribed to, presumably the user will want to then personalize that component.  He will do so thru the Platform web site which will in turn simply invoke as an IFRAME the ‘IFRAME URL’.  Specifically the following actions will occur:

1. The Platform web site will compute the authentication token value as describe in section 5.  It will insert this value into the parameter named ‘authenticate’.

2. The Platform will site will create a CGI parameter named ‘username’ and insert the name of the user currently logged in that is trying to personalize his component.

3. The parameters ‘authenticate’ and ‘username’ will be inserted into the IFRAME URL of the component and the resultant URL launched in an IFRAME on the Platform web site.

As a component, you are of course free to do whatever is necessary to allow the user to personalize his instance of your Component.
7. Providing A RESTful Interface to Your Component
The MUSE Platform provides a set of web services that are generally exposed thru either SOAP or REST.  However, the Component architecture enables individual Components to add further functionality to the Platform by exposing their own services by extension thru the Platform.  This means it is possible as a Component developer to create a Component that provides a set of services.  You are then able to expose those services thru the Platform in a manner such that other Components (and by extension users of those Components) can use those services when need.
Component services are ALWAYS exposed using REST. Only Components can access the services of another Component.  Therefore in the discussions that follow there will be two Components in play.  For the sake of that discussion refer to them as Component A and Component B.

If Component A would like to use the services of Component B, it must go thru the Platform to gain access to those services.  Specifically Component A must know the name of Component B in order to access the services associated with Component B.  Furthermore, Component A can only access the services of Component B if the user currently running Component A is also subscribed to Component B.

The flow to establish a session between Components is illustrated by the following diagram:
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In words, the following steps occur:

1. Component A decides it needs to use the services of Component B.  Components are externally reference by Component Name.  Component Names are published in the Platform Component Library and each component implementation has a unique name.  Having determined the name of Component B, Component A then creates a SOAP request directed towards the Quick Mobile Platform.  Specifically the method ‘componentConnect()’ is invoked.  Included in this request is the name of Component B and the username on whose behalf Component A wants to communicate with Component B. In order to maintain a secure arrangement, Component A must also include an authentication string in the SOAP request.  This authentication token is calculated according to the algorithm outlined in section 4.

2. The MUSE Platform responds to the SOAP request by using REST and the ‘Configuration & Control URL’ of Component B.  It first determines if the given user is subscribed to the given component name corresponding to Component B.  If the user is not subscribed, the platform throws an exception to this SOAP request.  Assuming it passes this test however, it sets the ‘action’ request parameter to ‘config.request’.  It further sets the ‘authenticate’ parameter as described in section 4.  It then performs an HTTP GET to the ‘Configuration & Control URL’ of Component B.

3. Component B performs its verification on the ‘authenticate’ parameter.  On successful verification, it creates its own certification parameter using an algorithm of its own choosing.  Components are advised to choose secure one-way encryption algorithms however.  This resultant inter-component authentication string is then returned back to the MUSE Platform as a response to the incoming  ‘config.request’.  The XML response MUST include the tag <response>.  Within this tag the actual authentication key value MUST be specified via a <key> tag.  The value of this tag will be returned to Component A as its authentication string.

4. Upon successful receipt of the REST response from Component B, the MUSE Platform then bundles the authentication string from the received XML response and completes the SOAP response back to Component A – namely the new authentication parameters as determined by Component B.  In addition, it informs Component A of the URL it should use to issue Control REST commands to Component B.

5. Component B can now talk directly to Component B using REST.  The value of the mandatory REST parameter – ‘authenticate’ MUST contain the value returned in the SOAP response in establishing that session.  The ‘action’ method MUST always be of the form ‘control.’.  Sub commands of ‘control.’ are unique to each component and not specified herein.

6. Upon receipt of a ‘control.’ class command from Component A, Component B should verify the ‘authenticate’ parameter.  Assuming authentication succeeds, Component B should then parse the subcommands associated with ‘control.’ class parameters and execute accordingly.

8. Publishing Your Component
When your Component is ready to publish you must create an XML description of your component.  This XML definition will be used to manage and control your Component within the MUSE Platform.  The key pieces of information that need to be included within this XML file are as follows:
	Tag
	Attributes
	Interpretation

	<component>
	Name, developer, communicating
	The component tag is the main tag within the XML.  It provides a name to the Component via the ‘name’ attribute.  It identifies the contributing developer via the ‘developer’ attribute.  ‘communicating’ is an optional attribute that if set to true indicates that this Component provides a RESTful interface to some of its services (and hence can be used by other Components)

	<description>
	
	This is an HTML formatted text block that will be displayed on the MUSE Platform website adjacent with the Component name.  Users will use the ‘description’ information to determine the utility of the Component to their own needs

	<url>
	Type, src
	<url> is a mandatory tag which must appear twice in the document.  ‘src’ provides the actual URL value.  ‘type’ must be either ‘config’ or ‘presentation’.  ‘config’ indicates the associated URL is a ‘Configuration & Control URL’.  ‘presentation’ indicates the URL is a ‘IFRAME URL’

	<service>
	Type,required,default
	In all probability Components will require services or resources from the MUST platform itself.  Services are exposed as Service Points.  The <service> tag allows the Component to indicate to the platform what sorts of services it requires.  Services can be provided directly through the platform thru Service Points, or they may be provided indirectly through another Component.  The ‘type’ attribute is used to indicate the service type required by the Component.  Valid types are ‘sms, mms, transcoder, voicexml, lbs, component’.  The attribute ‘required’ can be either ‘true’ or ‘false’.  If the attribute is ‘true’, then the component will not run unless it has such a service available to it.  If it is ‘false’, then the Component MAY not run without the associated service.  The attribute ‘default’ can be used to express the default name of the Service Point or Component assumed to provide the required service.


The following is a sample XML definition for a sample Component.
<?xml version="1.0" encoding="ISO-8859-1" standalone="no"?>

<!--

        The 'component' tag is mandatory.  It has two attributes

        'name' is a required attribute and it contains the name by which

        the component is referenced

        The 'developer' attribute can be used to identify the developer (by name)

        of this component.

        'communicating' attribute implies that the component has implemented

        a RESTful interface that allows other components/applications to

        directly leverage the services of that component.  Not all components

        need provide this capability - the default value is 'false'

-->

<component name="Web to Mobile Content Extractor" developer="Symphonetics" communicating="false">

        <!--

                The 'description' tag contains HTML text that will be displayed 

                on the website to allow users to discover the functionality of the

                component itself.  Any valid HTML is possible here (but of course

                it must be appropriated escaped as part of normal XML guidelines

        -->

        <description>

Web to Mobile Content Extractor (WMCE) is a service that consists of a small plugin for your Internet Explorer.  With the addition of this plugin, you will enable a new context menu in your browser that will enable whatever content you're currently viewing in your browser, to be sent to your mobile device.

WMCE - currently works on all image types.  In the future it will be expanded to include other media types include video and audio.

WMCE takes care of all the content adaptation worries required to ensure the selected content works on your phone.

What are you waiting for?  Get clicking!

        </description>

        <!--

                The framework for components within the platform require that a

                component have 2 URLS's exposed to the platform.  These URL's are

                defined with the 'url' tag.

                A 'url' of 'type' 'presentation' represents the URL that the web site

                of the platform will invoke (as an IFRAME) when a subscribed user

                wishes to manage his instance of the component.

                A 'url' of 'type' 'config' will be the URL that the platform will

                invoke in a RESTful manner when it wishes to configure or control

                the component.  Specifically, this URL will be invoked when

                users subscribe or unsubscribe to the component.  And in particular,

                this URL is NOT intended to be displayed in a web browser, but is

                simply a programmatic interface between the platform and the component

        -->

        <url type="presentation" src="http://developers.mobilemuse.ca/components/symphonetics/wmce/config/index.php">

        <url type="config" src="http://developers.mobilemuse.ca/components/symphonetics/wmce/config/configure.php">

        <!--

                Components typically require services.  These services are provided

                by either a platform Service Point, or by another component.  The

                'service' tag describes the services required.  Possible attribute

                values are:

                  'type':         Valid types are sms, mms, voicexml,

                                  location determination,transcoder or component

                  'required':     if the component requires a service of the specified

                                  type, then this value should be 'true'.  The default

                                  value is 'false'

                  'default':  
If the 'type' is NOT 'component', then this

                                   will be the default name of the Service Point

                                   that implements the required service.

                   'name':  

If the 'type' is 'component' then this is the name

                                   of the component that is required for service.  This

                                   means that if THIS component wishes to use the

                                   services of the SPECIFIED component, then the user

                                   must be subscribed to BOTH components in order to affect

                                   that service

        -->

        <service type="sms" required="true" default="Engage SMS">

        <service type="mms" required="false" default="Engage SMS">

        <service type="transcoder" required="true" default="QMTranscode">

        <!--

                I don't really need the services of any other component.  Here

                for documentation reasons only

        <service type="component" required="false" name="Mobile Dialog">

        -->

</component>

9. References
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